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Abstract - PR ( | R
System software is widely used yet increasingly complex, maf(lng it dlfﬁcult to eliminate vuInerabllltles
that pose significant security risks. Formal verification offers a possible solution, but remains impractical
for verifying unmodified, real-world system software. To address this problem, | will present Spoq, a
highly automated verification framework that leverages Coq and Z3 to scale formal verification for
real-world system software with much less proof effort. Instead of manually writing specifications, which
is error-prone, Spoq uses a set of verified rules to automatically generate high-level specifications from
unmodified software implementations that can be used to prove higher-level properties such as
security. | will discuss some recent verification results using Spoq, including verifying, for the first time,
the unmodified open-source firmware for the Arm Confidential Compute Architecture.
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