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ABSTRACTJ: ThlS paper 1evest1gates the problem of envoklng a context-dependent
decision for security checking. The context problem which is the ability of the
'. securit& subject to combine partial information to:wﬁich he has the right to
access,.in'order to produce information he is.not entitied to see, is discussed.
A ?retectioe eeheme for aisallowing the subjeet to_deduce-conteXt—seneitive

information based on data semantic dependencies is presented.

‘Key Words and Phrases : context- sensitive information, - semantlc dependency,

securlty dec151on, ‘access path deductlon, protectlon




1. Introduction

In order to control access to-a database, .a set of éecurity decisions is
generally heeded by a DBMS system. Thesé decisions are rules to specif§ con-
ditioné.under WhichAa particular subject can be granted access to a particular
object (e.g., an attribute or a relation in the relatioﬁal database context)
[4), or define the po#tion_of a database to which a particular subject is
entitled té'see [2]; They have been élassified into different types [2,4,7].
-One type of decision is raferred to as;the context-dependent tCXD) decisign .
3-[4,5,8];- it does not allow a suﬁjéctﬂto relate one object to another, but

permitting him to see the jndividuls. An example of a CXD decision could be

as follows:

dl'i The subject 8 can see the salaries of employees, but not together with

their names and vice versa.

This ?ﬁpe of décision is coﬁtext;dependent in the sense that its invocatién is
dependeﬁﬁ_on the context of database access.

For a decision ﬁﬁich is contexf—independent, it can be invoked for enforce—
ment when a query (or an application program) accesses or manipulates a set of
objects which has the decision [6,10]; However, this cannot be true for a CXD
décision, in ggneral. This is because objects in a database are close related
semantically and structually. Partial information to which a subject has the
right to access may be combined to disclose context-sensitive information.
Consider a relation EMP(ENAME, SALARY, STATUS, MGR, AGE, ASSESSMENT) with primary
key ENAME. Assume that attribute STATUS is functinnally dependent on ENAME,

denoted as {ENAME} - {STATUS}, and {STaTUS} - {SALARY} [1). (The functional
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. \
- dependency: X > Y holds in a relation R if any two tuples u and v of the relation

R u[X] = v [X] implies ufY] = v[Y}, where X, Y are sets_ofattributes'of R and u{X]

1s the projection of the tuple u on X.) Consider.the following two requests: ome
is to request the names and status of employees whose manager is 'SMITH' and the
other is to request the salarles with STATUS = 5. " With the invocation mechanism

for context~1ndependent dec151ons, neither - will necessarily invoke the deci-~

',sion d... The decision d1 is 1nvoked if a request 1nvolves the access of a set of

1

'attrlbutes whlch contalns{ENAME SALARY} (Ihe first request involves the set

:,A{ENAME,V srArUS, MGR}. and the second requést the set {SALARY, STATUS}.) ..However,

one can obtain the names and the associated salaries for those imployees whose

‘manager - is “SMITH' “dnd ‘status is less$ “than'ot .equal to 5 via stafus, "since a’

\.tran51t1v1ty property holds foxr any two functional dependenc1es. This example

points out tha+ the invocation of a CXD decision depends on not only the objects

|- belng 1nterrogated but also the records previously accessed — i.e., access

history 1nformatlon [5 7 8]

. For a DBMS to-enforce ‘this type of_decision,Ait is necessary to Reep all
the'releoant”records_previoosiy accessed'for subsequent security checking. Since
the subject has- the rlght to see individual objects belng protected 51mu1taneously,

one cannot reasonably hope to design a mechanlsm which can completely prevent hlm

from deducing any contextfsensitive information. However, deduction based on

data semantic dependencies can be understood and has to be prevented against. This
paper is to provide an algorithm for enumerating all the paths from which one can
obtain supposedly protected information. Protection of context-sensitive informa-
tion is thus reduced to preventing the corresponding subject from forming any of
these paths. In the paper, three ways of enforcing schemes are suggested and their

inplementation is presented.




2. Definition of CXD Decisions

As defined above, a CXD decision is the omne which diséllows a subject to

relate _one object to another, Whiie pérmitﬁing him to access individuals. With

a view toward enforcement, the defimition is not so rigorous. Consider a CXD

decis 1ond inwhich the salaries of employees can be read, but not together with

tﬁe managers; however, it would mot be very meaningful if attributes SALARY and
MGR in the EMP relation are mutually independent. Consider another CXD decision
"d3'tha£‘dqgé'not allow.the subject S'tp relate ENAME, SALARY, and ASSESSMENT,

Thié decision should imﬁly“that the subject S is not alloﬁed to relate neither
ENAME and SALARY nor ENAME and ASSESSMENT, if{ENAME}-+{SALARY}and{ENAME}>{ASSESSMENT!,
Otherwise Whengﬁer S sees the employee names aﬁd their salaries or their assessment,
;hé has obtained partial inférmation that should be protecﬁéd. Fﬁrthermore, if 8
accesses the names and. the associated salarles in one request and the names -

'and the assoc1ated ‘assessment in another he can obtaln supposedly protected infor-
‘mation Via‘Fhe employee naﬂes (1.e., prlmary keys).

From the discussibn aBove, it i5 useful to define a CXD decision more formally.
The following definition is based on the functional dependéncy beﬁween sets of attri-
butes of relatioms. The attributes are the security objects in the relational con-
text.

Definition: A decision d is said to be the comtext-dependent decision if it
does not allow the subject S to produce a relation consisting of ‘a set of attributes
(or objects) Rd with the following properties:

(i) There exists one single element set Y Rd‘such that X(=Rd -~ Y) > Y and

(ii) There is no proper subset X' of X such that X' -~ Y. That is, Y is ""full"

functionally dependent on X.
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CXD deécisions.

Let us denote such a decision as dX . Here, Y is restricted to a single

uY

element set = because of the fact X +'{A1, A Ak} implies X +-{Ai}, 1= i= k.

PR

‘Based on the definition, decision dl which disdllow S to produce a relation with

‘Rdrz‘{ENAME? SALARY} is a CXD dECision sincé{ENAME}é{STATUS}and{STATUS}+{SALARY}

imply{ENAME}*{SALARY},while'decisioné dé'and dS are not CXD decisions. However,

- if d, is decomposed into two decisions : one being d! that does not allow S to

3 3

= {ENAME, SALARY} and the other d} that does not allow

= {ENAME, ASSESSMENT},. then both dé and dg are

L]
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3. An Algprifhm for Enumerating Access Paths to be Protected

Xy is the prevention

As defined above, the enforcement of a CXD decision d

of the corresponding subject from producing any relation which contains the same

pairs <ﬁ, y> as determined by FD: X - Y,' where X and y are instances of X and Y,

respectively. Instead of checking whether the subject has produced such a relation

or not, we first compute the set of access'pathé, from each of which one can derive

supposedly.protécted pairs éx,‘y> associated with the decisiomn dX\JY” and then
prevent him from obtaining any pair via thése paths.. The set of access paths
associated with a deecision d are those that have a lossless join [l] and can

fuyy

be computed by means of the following theorem.
Theorem: Let X, ¥, W be sets of attributes with no common element in between

and X - Y. Then R1 =X U W and R2 =W | Y have a lossless join if and only if

W=~ Y.

Proof: (i) if part: From [l], we know that if Rl N R2 -+ R or‘Rl(w R, > R

1

imply R1 and R2 have a lossless join. Since W+ Y implies W+ WU Y, we have

RyNR, =W~ (W U Y) =R,.

(ii) only if part: Form{ll, if R, and R, have a lossless join, then

1 2

there exist sets Y., and Y, such that R1 N R2 > Y R1 h R2 +> Y

1 2 1° g0 Y1 0 (Rj URY= Ry,



and Yz_ﬁ (R1 U Rz) = RZ’ where R n R, > Y, denotgs the multivalued dependency is
| [1,31 of Yl'on'Rllj R2' Let Yl = Ry and Yz = R2. We have Rl N 32 >> Rl an hae
R, IR, +> R,. That is, W-> X U W and W »> Wy Y and hence W > X and W 2> Y. in
Cas;(a) t Was Yo : -
nun
The mixed rule of inference-states that if A +> B and C + D, where
B;é D and B C = ¢ (empty set), then A + D, Let A=W, B =Y, | ori
C=X,D-= Y: Since W->> Y (i;e., A > B) and X+ ¥ (i.e.,‘C + D), e,
where Y2 Y (i.e., B2 D)'and YNX=¢(.e., Blﬂ.C = ¢), imply - ; -
WY (i.e., A+ D). - ' : s
Case(b) : W-> X - 7 | S
:Since X > Y, dmply X »> Y. If W-> X and X +§ Y, using the transi- anc
‘tivity property of multivalued dependencies, we have W > ¥ - X=1Y W s
since XN Y = ¢. Now we have the same case as (a). _ ' : b
Complete the proof of the theorem. B
" .It is noted that in fact W and X have a mutually mufivalued dependency, i.e., : - T4
W o> X and X »> W. Any set of attributes, say W, on which Y is dependent Wili . rif
form (with X) a path : X-W-Y from which one can obtain the same pairs <x,y> as - {ED
determined by FD: X -+ Y. We say that paths X;Y and X-W-Y are equivalent. Given ' .dl'
a CXD decisiomn dX\JY , we defined the set F(Y) consisting of sets of attributes as : {51
follows : ol
(1) Y is in F(Y). ' Lo g
(2) If-V is in F(Y), and U » v, then U is in F(Y). (st
{3) No eleﬁent is in F(Y) unless it so follows from (1) and (2). s
Thus the set F(Y) has at least two elements. Define E(Y) is the set F(Y) exclud-
ing X and Y, that is, %(Y) = F(Y) - {X, Y}. Thus, any element in %(Y) will form rss
(with X) a path equivalent to X-Y. Furthermore, if U and V are in F(Y), then cor
paths U-Y and U-V-Y (or V-Y and V-U-Y) are equivalent. Since X-U-Y (or ¥-V-Y) D
5
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is equivalent to X-Y, thus X-U-V-Y (or X-V-U-Y) is equivalent to X-Y. If F(Y)
has n elements, the: totalnumber S5{(n) of paths, originating in X and ending

in ¥, equivalent to X-Y is S(n) = iglcz +i! = Inle - 1 |, where e is a natural

‘number and L x | is the greatest integer less than or equal to.X.

- Based on the theorem above, we can conclude that the total number of ‘paths
briginating in X'aﬁd endiﬁg iﬁ Y, from which one can obtaiﬁ the same paifs
£%,y> as determined by FD: X » Y is S(n) + 1 (1nclud1ng the path X-Y). 8ince if
Wf is not in F(Y) but the path X—W'—W—Y is equlvalent to X-W-¥, where W is in

= X\yW' and R, =

F(Y), this means X—W'—W and X—W are equlvalent.= That is , R 2

1

o W' U W has'a lossless join. From{l] (see (ii) of the theorem), we have W' +> W

and W' +> X. Following the same proof as cases (a) and (b) of the theorem (since
WY and X > Y), we have W' + Y. This implies W' has to be in F(Y) which con-

tradicts the assumptlon

_ Con51der a database con51st1ng of a 51ngle relétlon EMP‘ (EMP# EﬁAME, SAﬁARY,
STATUs; AGE) with EMP# and ENAME as candidate keys (i.e., having the unique iden-
‘tification property). Assume that {ENAME} + {STATUS}, {STATUS} + {SALARY}, and
{ENAME} »+ {AGE}. We further assume that the subject § is subject to the decision
'dl. Associated with the deéision d; is the set F(fSALARY}) = {{EmMP#}, {ENAME},
(sTATUS}, (SALARY)}. And F({SALARY}) = {(EvP#},{STATUS}} and S(n) = 5(2) -
tn! * e-1] = 4. Thus, the total number of ﬁaths that should be protected is

5. They are {ENAME}-{SALARY},{ENAME}Z-{EﬁP#}-{§ALARy},{ENAﬂE}kf{STATUS} -

{SALARY}, (ENAME} ~ {EMP#} - {STATUS} - {SALARY}, and {ENAME} - {STATUS} - {EMP#} -
{SALARY}.
The computation of access paths to be protected depends on the set of FDs
associated with the database. The complete set of FDs is the unionm of the given

set of FDs and the set of FDs implied by the class of semantic dependencies of

FDs, multivalued-dependencies, and join-dependencies [93.



4, Enforcement and Implementation

Each CXD decision dXUY is associated with a set of access paths, denoted

as P, from each onecan obtain the pairs <x,y> that should be protected. Enforce-

q’
ment of the decision is reduced to preventing the corresponding suﬁject to obtain
these pairs via any of these pétﬁs.

There are at least tﬁrée enforcement schemes which can preveht a subject
from obtaining the Supposedly’protécted pairs <%,y¥>. . The first one is to prevent
theisubjéct from:sgeing the instances:x'é or yv's, but not necessarily both. Any
accéss té x's ot v's is not disallowed, 'This scheme views each CXD decision as
a context-independent decision, which is not a suitable one because it does not
- allow the subject to obtain the data he has the right to see. The second ome
is to keep'the'subjéct from seeing a specific pair of adjacént sets of objects
(or'attributes) in each path. Fpr example, it may want to disallow the subject
m—-1 ™

to see the ith pair (Xi—13,Xi)'Of the path : XO(=X) - X X - ... =X - X

(= Y). - This scheme converts the decision dX UY

. depending on access history informatin, where S{n} 4 1 is the total number of

to S(n) + 1 decisions without

paths in P Any access to a set of objects which contains the specific pair

4
of sets of objects will be disallowed. The checking of whether an access
violatés any security decision or not depends on the objects being interrogated
only. This scheme gives the subject larger flexibility of access than the first
one.

The third scheme is to keeb the subject from accessing the pair of adjacent

sets of objects last accessed in each path. If the jth pair (X Xj) of the

3-1
above path is the one last accessed when the database has been used for a certain

period, then a history independent CXD decision on the pair (Xj_l, Xj) will be

added to the system. Any further access to that pair (not individuals of the
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pair) will be subject to the decision. The pair of adjacent sets of objects
which is to be'protected is determined by sequence of requests that have been

submltted to the system. We believe that this scheme gives the subject maximum

"fleX1b111ty of access. . It requires the system to keep (p0551bly) a great amount
"of access history information; however. The history information .can.be kept by

‘associating a counter with eech path in the set Pd.' Whenever ‘a query is sub-

mitted, a checking is made which examines whether there is any pair in each path

_contained.in the set of attributes of the query. (Each query defines a set

" consisting of all attributes appearing in the query.) Any relevant counter have

to be properly updated and the corresponding pair in each path has to be deleted

8o that each pair will not be counted twice in each path. Once a counter has

. the valué one less than the number of pairs in the corresponding path (i.e.,

there is one pair hot yet been accessed), a CXD decision on the last accessed

'pair should be added to the system. The new decision will reside in the system

" and ‘will be 1nvoked for enforcement if any further access to that pair occurs.

The second scheme is obv1ously e3511er implemented than the. thlrd one,

‘gince the system does mot need to have long "memor " to keep track of previous
y g b P P

accessed records in order to‘grant or deny a present request. Furthermore, it
can be implemented to perform adequately without significant increase in response
time, and (security) cost. It is therefore recommended.
5. Conclusion

We have defined and enforced a class of CXD security decisions. A CXD
decision dX UY which exihibits history information of access can be enforced
by first enumerating all the peossible access paths which can relate X-instances
and Y-instances and then protecting each path by a history independnet CXD deci-
sion. Any deduction of context-sensitive information based on data semantic

dependencies thus is disallowed. We have also suggested three ways of implemen—

tation.
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